GEORGI GUNINSKI

Currently I am looking for remote work in security and/or
experimental mathematics or cryptography or AI.

SUMMARY I am security consultant and researcher and developer. I
was world famous in cyber security in the past, now still have

skills.

ACHIEVEMENTS
+ Over 110 security vulnerabilities, with over 50 CVE entries
in widely used software (not counting contract work).
Vulnerabilities range from remote kernel problems to
browser bugs to theoretical flaws in proof assistants.
Notable vulnerabilities:

o

Discoverer of DLL hijacking: design flaw in windows when
loading dynamic libraries from current working directory,
efficient exploit vector in malware. Disclosed in 2000,
still alive till at least 2024. Source

The first expoitable gmail bugs Source

Remote root in Ubuntu via apt-key Source

Remote OpenBSD denial of service in IP6 (very rare)
Source

Design flaw in windows when digitally signing buggy
mobile code (ActiveX) Source

Design flaw in cryptography RFC about DH group
parameters, LibreSSL fixed it Source

Publications received popular media coverage (CNN,
cnet.com, theregister.co.uk) and are available on

packetstormsecurity.com and www.exploit-db.com.

Over 50 CVEs ggggle_seargh Some CVEs: gmail CVE-2005-
, vim CVE-2000-0854 linux

In Coq proof assistant, found two critical
inconsistencies which allow proving $False$, acknowledged
by the developers. Coq is used in formal verification.

In 2023 in AI security, published vulnerabilities in
chatGPT and Google Bard, the novelty of these is that the

AI writes insecure code which is *textbook example* of
the XSS vulnerability. AI is tried to be used for writing
secure code.
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https://github.com/coq/coq/blob/master/dev/doc/critical-bugs
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0618
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0618
https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2004-0492
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-0530
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0854
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0854
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https://www.google.com/search?hl=bg&source=hp&biw=&bih=&q=guninski+site%253Acve.mitre.org
http://www.exploit-db.com/
https://packetstormsecurity.com/files/author/118/
https://mta.openssl.org/pipermail/openssl-users/2015-September/002033.html
https://codeverge.com/grc.security/digitally-signing-buggy-activex-components/1616405
https://securitytracker.com/id/1008944
https://seclists.org/fulldisclosure/2011/Sep/221
https://en.wikipedia.org/w/index.php?title=Qmail&oldid=1029596639#Security_reward_and_Georgi_Guninski's_vulnerability
https://en.wikipedia.org/w/index.php?title=Dynamic-link_library&oldid=1037973232#DLL_hijacking
https://www.linkedin.com/in/georgi-guninski-b0069a156/
https://j.ludost.net/
http://www.guninski.com/
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o Web searches for me: on microsoft.com on githhub.com on
debian.org

e Listed as contributor to Firefox (web browser) and
Wireshark (network sniffer)

* math preprint Note: a counterexample to a conjecture of
Jackson about hamiltonicity of diregular digraphs Source

* math preprint: Public key cryptography based on non-
invertible matrices Source

* math preprint: Note: simple real function with zeros
greater than one the primes Source

* 2% overall on Mathoverflow, StackExchange site, profile

Saurce
* Found 6 of the 169 known high merit abc triples Source
IN MEDIA:

CNN (12 results): Source
CNET (74 results): Source
The Register (77 results): Source

NOTES: Looking for remote home based work only.

TECHNICAL SUMMARY
Skills: IT Security, Programming, Experimental Mathematics, QA

Programming Languages: Sagemath, Python, C, JavaScript
Operating Systems: Linux, basic *BSD

EXPERIENCE
Experimental mathematics 2009-present
Partial security research 2009-present

python software developer, speech recognition 2022-2022

Netscape and Mozilla Corporation
Independent Security Consultant. 1999-2009

Technologica Ltd, IT expert 1996-1999

ACTA Ltd. Clipper developer, Bank software 1995-1996


https://www.google.com/search?gbv=1&q=%22georgi+guninski%22+site%3Atheregister.com&oq=&aqs=
https://www.google.com/search?gbv=1&q=%22georgi+guninski%22+site%3Acnet.com&oq=&aqs=
https://www.google.com/search?q=%22georgi+guninski%22+site:cnn.com&gbv=2
http://www.math.leidenuniv.nl/~desmit/abc/index.php?set=3
https://mathoverflow.net/users/12481/joro?tab=profile
https://www.researchgate.net/publication/367520640_Note_simple_real_function_with_zeros_greater_than_one_the_primes
https://www.researchgate.net/publication/359938747_Public_key_cryptography_based_on_non-invertible_matrices
http://arxiv.org/abs/1602.06380
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https://html.duckduckgo.com/html?q=guninski.com%20site:microsoft.com

EDUCATION

University of National and World Economy - Sofia, Bulgaria

MA in International Economic Relations GPA: 5.38/6.00
1991-1995

114 English Language School Liliana Dimitrova,
graduated with gold medal 1986-1991
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